


PRIVACY NOTICE – HOW WE USE YOUR INFORMATION
The University and its Academic Partners are committed to ensuring that the processing of personal data is only undertaken in the legitimate operation of its business. The University and its Academic Partners collect and use information (data) about individuals who make enquiries, staff, students, researchers and contractors and stores it following the UK Data Protection Act 2018 and the UK General Data Protection Regulation (UK GDPR). 
Purpose
The Online Reporting Tool is used to gather information about student incidents. It is used for the following purposes:

1. If you have provided contact information, a staff member will be assigned to your case to support you.

2. If your situation is of high risk, we may have a legal obligation to confidentially advise a 3rd party so we can fulfil our safeguarding obligations e.g. police, GP or other health professional, mental health support worker, social services and/or other local authority services.

3. Anonymised data may be used for statistical purpose to raise awareness of incidents, identify trends, take steps to reduce incidents and to improve the support services we provide.

Legal Basis
The legal basis for processing your data falls within Article 6 (1, c) of the UK GDPR “processing is necessary for compliance with a legal obligation and Article 6 (1, e) “processing is necessary for the performance of a task carried out in the public interest or in the exercise of the official authority vested in the Controller (the college).

The processing is necessary for the institution to meet their legal obligations and expectations. Those being to safeguard its students, staff and stakeholders as required by Health and Safety at Work Act 1974, Protection of Vulnerable Groups (Scotland) Act 2007, Protection of Children (Scotland) Act 2003, the Adult Support and Protection (Scotland) Act 2007, the Children and Young People (Scotland) Act 2014, Equality Act 2010, Further and Higher Education (Scotland) Act 2005, Domestic Abuse (Scotland) Act, Forced Marriage etc. (Protection and Jurisdiction) (Scotland) Act 2011, Human Trafficking & Exploitation (Scotland) Act 2015, Sexual Offences (Scotland) Act 2009, the Academic Partners’ General Duty of Care, and any other relevant legal obligations. These requirements may include the direct obligations in these laws, or actions implied for colleges by those laws, and associated guidance. Such guidance including the Scottish Government’s Equally Safe Strategy.  

The data being processed includes special category data (sensitive information). Our legal basis for processing it is the processing is required for the purposes of employment, social security and social protection law or to protect the vital interests of a person. On some occasions we may share or process your personal data based on your explicit consent. 
It may also be necessary to process your data for reasons of substantial public interest, those being: Safeguarding of children and individuals at risk, protecting the public, preventing or detecting unlawful acts, regulatory requirements relating to unlawful acts etc.

Your data will be securely stored within the university’s Network. Access to your information is tightly controlled and restricted to student support staff, on a need-to-know basis. 
Your data will be held until 3 yrs after our relationship has ended (in line with the UHI Records Retention Policy) or until 7 years after our relationship has ended if you are care experienced, a student carer or an estranged student.
Your data may be shared with a 3rd party where we have a legal responsibility to do so but otherwise, your data will not be shared without your consent.
Rights of data subjects
· The right to access your personal data
· The right to rectification if the personal data we hold about you is incorrect
· The right to restrict processing of your personal data
The following rights apply only in certain circumstances:
· The right to withdraw consent at any time if consent is our lawful basis for processing your data
· The right to object to our processing of your personal data
· The right to request erasure (deletion) of your personal data
· The right to data portability
If you wish to exercise your information rights or have concerns about the way your data is being processed, please contact:
dataprotectionofficer@uhi.ac.uk
UHI Inverness students please contact data.controller.ic@uhi.ac.uk . 
For more detailed information on how your data will be used when accessing the Online Disclosure Took, please visit: UHI-GBV-disclosure-tool---long-notice.pdf
If you are not satisfied with our response, you may raise a complaint via the Information Commissioner’s Office (ICO) https://ico.org.uk  The ICO is the UK's independent body set up to uphold information rights.



